MHP®OPMALMOHHAA NAMATKA
ANnAa ObYYHAIOLWLUNXCA ANA PASMELWEHNA
HA OPULMNANBbHbLIX UHTEPHET-PECYPCAX

C KaXXAblM roJ0M MOJIOZEXKU B UHTEPHETE CTaHOBUTbLCA 60/blUE, @ LUKOJIbHUKU O4HU
M3 CcaMblX aKTUBHbIX MNo/b3oBaTesien PyHeTa. Mexagy Tem, MNOMMMO OFPOMHOrO
KO/ZIMYeCTBa BO3MOXKHOCTEN, MHTEPHET HeceT U Npobsiembl. ITa NamATKa A0/1XKHA MOMOYb
Tebe 6be3onacHO HaxoAUTbLCS B CETWU.

KomnbloTepHble BUPYCbI

KomnbloTepHbIM BUPYC — 3TO PA3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm,
OT/INYNTENBbHON OCOBEHHOCTbIO KOTOPOWM ABAAETCA CNOCOOHOCTb K pPa3MHOMKeHuto. B
AOMO/IHEHME K 3TOMY, BUPYCbl MOTYT MOBPEAUTb UM MOJHOCTbIO YHUYTOXKNUTL BCe dalibl
N [aAHHble, NOAKOHTPO/IbHbIE MONb30BATeN0, OT MMEHW KoToporo 6Oblna 3anyuieHa
3apakeHHasa Mporpamma, a TaKKe NoBPeauTb WU [aXKe YHUUTOXMWTb OMepaLMOHHYIo
cuctemy co Bcemn daninamum B LeNOM. B 6ONbWIMHCTBE CNyYaeB pPaACNpOCTPaHAKTCS
BMPYCbl Yepes3 UHTEPHET.

MeToAabl 3aWUTbI OT BpeAOHOCHbIX Nporpamm:

1. MCI'IOJ'Ib3yl71 coBpemeHHble onepaunoHHbleE CUCTEMDLI, UMerLne Cepbe3HbIVI
YPOBEHDb 3aW1Tbl OT BPEAOHOCHbIX MPOrpamm,

2. MoCTOAAHHO yCcTaHaBAMBaAM NaTyuM (LMdpoBbIE 3anN1aTKM, KOTOPbIE aBTOMAaTUYECKMU
YCTQHaB/ANBAOTCA C Uenblo [opaboTkM nporpammbl) U Apyrme obHOBAEHMA CBoOel
onepaymoHHol cuctembl. CKaumBai Mx ToNbKo ¢ oduLManbHOro carTta paspabotumnka OC.
Ecnu cywectsyeT peXXMm aBTOMaTUYeCKOro 06HOBNAEHMSA, BKAKOUM €ro;

3.Pabotaihi Ha cBoem KomMmnbOoTEPE NOA nNpaBamn MNMoJsb3oBaTtesniIA, a He
AAMUHNCTPATOpPaA. 3TO He no3BOAUT 60}'IbIJJVIHCTBy BpeaoOHOCHbIX nporpamm

MHCTAaITNPOBATbCA Ha TBOEM MNMEPCOHA/IbHOM KOMMbIOTEPE,

4. Ncnonb3yh aHTUBMPYCHbIE nporpammHble NPOAYKTbI W3BECTHbIX
npoussoguTenen, c aBTomatmuyeckmm obHosneHnem 6as;

5.0rpaHuyb GpU3NYECKM AOCTYN K KOMMbIOTEPY AA NOCTOPOHHUX NNULL;

6. icnonb3yi BHeLWHWe HoCUTeNn nHbopmMmaLumnm, Takne Kak paelka, AUCK uam ¢ann
M3 MHTEepHEeTa, TONbKO U3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbiBa KomnbloTepHblie $ainbl, NOJyYeHHble U3 HEHAZEMHbIX UCTOYHUKOB.
Dasxe Te palinbl, KOTOpPbIe NPUCAAN TBOM 3HAaKOMbIN. Jly4ylle YyTOYHM Yy HEro, oTAPaBAAA N OH
Tebe unx.

Cetn WI-FI

Wi-Fi — 3T0 He BUA Nepeaaym AaHHbIX, He TEXHOI0MMA, a BCEro nb bpeHa, mapka. Ewe
B 1991 roay HMaepnaHACKaA KOMNaHWUA 3apernctpuposana 6peHa "WECA", yuto ob603Hayano



cnosocoyeTaHue "Wireless Fidelity", koTopblit nepeBoauTcs Kak "6ecnpoBogHas TOYHOCTL".

[Jo Hawero BpemeHM gowna apyraa abbpeBmaTtypa, KOTOpas ABAAETCA TaKOM Ke
TexHosioruen. 3t1o abbpesmnatypa "Wi-Fi". Takoe Ha3BaHMe 6bI/10 A@HO C HAMEKOM Ha CTaHAapT
BbICLLEM 3ByKOBOW TeXHWUKM Hi-Fi, uTo B nepeBoae 03HayvaeT "BbICOKAA TOYHOCTL".

[a, 6ecnnatHbin MHTEPHET-4O0CTYN B Kade, oTensx U asponopTax ABAAETCA OTINYHOM
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. Ho MHOrne akcnepTbl CYMTAIOT, YTo 0bLweaocTynHble Wi-
Fi ceTn He aBnstoTca 6e3onacHbIMM.

CoseTbl No 6e3onacHocT paboTbl B 06WeaocTynHbIx ceTax Wi-fi:

1. He nepepaBai cBOK /MYHYyO MHbOpmaumio yepe3 obuwegoctynHble Wi-Fi cetw.
PaboTan B HUX, }KenatesibHO He BBOAMTb MAPOAU A0CTYMa, NOTUHbI U KaKne-To HOMepa;

2. cnonb3yi M 0BHOBAAW aHTUBUPYCHbIE NPOrpammMbl U bpaHamayep. Tem cambiM Tbl
obe3onacub cebs 0T3aKauykmM BMpYCa Ha TBOE YCTPOWCTBO;

3. Mpn ucnonb3oBaHun Wi-Fi oTtkaoun ¢yHKuymo "Obwmii goctyn K dannam wm
npuHTepam". JaHHas GyHKUMA3AKPbLITA MO YMONAYAHWUIO, O4HAKO HEKOTOpPblE MO/Ib30BaTeNU
aKTMBUPYIOT ee AnA yaobcTBa CNob3oBaHMA B paboTe nau yyebe;

4. He ncnonb3yit ny6nmuHbin WI-FI ana nepepaym NMYHbIX OaHHbIX, Hanpumep Ans
BbIXO4a B COLMAsbHbIE CETU UAN B 3NEKTPOHHYIO MOYTY;

5. cnonb3yil TONbKO 3aWumueHHOe coeanHeHue yepe3 HTTPS, a He HTTP, T.e. npwu
Habope Beb-aapeca BBoAM MMeHHO "https://";

6. B mobunbHOM TenedoHe oTkAouM PyHKUMIO "MogkntoveHne K Wi-Fi aBTomaTuyecku".
He ponyckai aBTomaTUMYeCKOro NOAKAOYEHNA YCTPOMCTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble cetTu

CoumanbHble CETU aKTUBHO BXOAAT B HALLY }KM3Hb, MHOTUE N0AN PaboTatloT U XKUBYT TamM
nocToAHHO, a B Facebook yxe 3apernctpMpoBaH MUAANAPA, YENOBEK, YTO ABNAETCA OAHOM
ceabMOW BCEX KUTenen nnaHetbl. MHoOrve noab3oBaTeIM He NMOHMMAIOT, YTo MHPopMaLms,
pa3melLleHHasaA UMM B COLMAbHbIX CETAX, MOXET ObITb HalileHa U UCNO/b30BaHa KeM YroaHo,
B TOM YMC/e He 06A3aTeNbHO ¢ b1arMmmn HamepeHUAMMU.

OcHoBHble coBeTbl No 6e30nacHOCTM B counanbHbIX CeTAX:

1. OrpaHnyb CNUCOK apy3seit. Y Teba B Apy3bAX HE AOMKHO ObITb CyYaHbIX U
HEe3HaKOMbIX Nloaew;
2. 3alMLan CBOKO YacTHYO XM3Hb. He yKasbiBalh naponu, tenedoHbl, agpeca, gaTy
TBOErO POXKAEHUA U APYTYHO MYHYIO MHGOPMALMIO. 310YMbILLIIEHHUKM MOTYT UCMO/Ib30BaTb
Aaxe MHGOPMALMIO O TOM, KaK Tbl M TBOW POAUTENN MNAHUPYETE MPOBECTU KAaHWUKY/bI;

3. 3awwmuian ceoto penyTaumio - AepXM ee B YACTOTe U 3aaBait cebe Bonpoc: xoten bbl
Tbl, YTOObI ApYyrve NoAb30BaTENN BUAEM, YTO Thl 3arpyKaewwb? MNogyman, npexae 4em 4To-To



OI'Iy6l'IVIKOBaTb, HanNncaTb U 3arpy3nTb,

4. ECnv Tbl FOBOPULLb C II04bMU, KOTOPbIX HE 3HAELb, HE UCMOJIb3YN CBOE peasibHoe UMS
N APYTYHO INYHYIO MHGOPMALMU: UMS, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyee;

5. U3berait pasmelleHma potorpaduin B IHTepHeTe, rae Tbl MU306parkeH Ha MEeCTHOCTH,
Mo KOTOPOM MOXKHO OnpeaeInTb TBOE MECTOMNOJIOXKEHUE;

6. Mpw perncTpauunm B COLMaNbHON ceTM He0bX0AMMO MCNONb30BaTb C/I0XKHbIE NAPON,
cocToswme n3 byKB 1 UMPP M C KOMYECTBOM 3HAKOB HE MeHee 8;

7. AnA counanbHOM CeTH, NOYTbl U APYrMX CAaMTOB HEOOXOA4MMO MCMNONb30BATb Pa3Hble
naponu. Toraa ecnun Teba B3/10MAtOT, TO 3/T0YMbILWAEHHMKM NOAYYaT JOCTYN TO/bKO K OA4HOMY
MeCTy, a He BO BCe cpasy.

3IIEKTp0HHbIe AE€Hbrn

JNEeKTPOHHbIE AEHbIM — 3TO OYeHb YA0OHbIN cnocob naaTexen, o4HAKO CyLEecTBYHOT
MOLUEHHUKM, KOTOpble
XOTAT NOJ1 YNTb 3TU peHbrw.

3l'leKTp0HHbIe AeHbrn NoABNINCb coBCEM HEANABHO U MMEHHO M3-3a 3TOITO BO MHOIMX
rocygapcreax 40 CMX Nop He NPOMNMCaHO NPO HUX B 3aKOHaX.

B Poccuu e oHM GYHKUMOHUPYIOT M O HUX Y3Ke NPONMUCAHO B 3aKOHE, TAe UX pasaenstoT
Ha HEeCKO/IbKO BUAOB - aHOHMMHbIE U He aHOHWMHbIe. PasHMLA B TOM, YTO aHOHUMHblE — 3TO
Te, B KOTOPbIX paspeLlaeTca NpoBoAuTb onepaumm 6e3 ngeHTudunKaLmm noib3osartens, a B
HEeaHOHMMHbIX MAEHTMDMKALMA NONb30BaTENN ABNAETCA 06583aTeIbHOMN.

TaKxe cnepyeT pasnnyaTb 3N1EKTPOHHble pUaTHble AeHbru (paBHbl rOCyAapCTBEHHbIM
Ba/IlOTaM) U 3/1EKTPOHHbIE HepUuaTHble AeHbIM (He PaBHbl FOCYAAaPCTBEHHbIM BatOTaM).

OcHoBHble coBeTbl NO 6e30MnacHoMi paboTe € 3NeKTPOHHbIMWU AeHbramm:

1. MpuBAXKKM K cyeTy MObMAbHbIN TenedoH. ITo camblit yaobHbIN M BbICTpbIA cnocob
BOCCTaHOBUTb A0CTyn K cuyeTy. MpuBA3aHHbIA TenedoH NOMOXKeT, ecnu 3abyaelb CBOM
NAaTeXHbI Napo/ib UK 3aldELlb Ha CaAT C HE3HAKOMOIO YCTPOWCTBA;

2. Ucnonb3yit ogHopasosble naponun. lMocne nepexofa Ha YCUAEHHYIO aBTOPU3aLMIO
Tebe yxKe He ByZeT yrpoKaTb OMACHOCTb KpaXku UAK NepexsaTta NaaTeXxHoro napos;

3. Bblibepu cnoxHbit naponb. lMpecTynHukam 6yaeT He NpoOCTO yragaTtb CAOXHbIN
naponb. HagexHble nMaponn — 3TO MapoO/iv, KOTOpble COAEep)KaT He MeHee 8 3HaAKOB U
BK/ItOYAIOT B cebA CTPOUHbIE M NPONUCHble BYKBbI, LMPbI U HECKONIbKO CMMBOJIOB, TaKue
KaK 3HaK gosnapa, GyHTa, BOCKAMUATENbHbLIA 3HAaK M T.n.,, Hanpumep, StROng!;;

4. He BBOAM CBOW /INYHbIE Al@aHHbIE Ha CaiiTaxX, KOTOPbIM He A0BEpAELLb.

3heKTp0HHaH noyTa



INEeKTPOHHAaA No4YTa — 3TO TEXHONOMMA U NPEeAoCTaBAAEMbIe €10 YCAYrX MO NepecblsiKe U
NONYYEHUIO 3/IEKTPOHHbIX COODBLLEHWNI, KOTOpble pacnpeaenatoTca B KOMMbIOTEPHOW CeTW.
O6bIYHO  INIEKTPOHHbIN MOYTOBLIM  AWMK  BbIMAAUT  CAeayloWmnm obpasom:
MMA_NONb30BaTENA@MUMA_AOMEHA. TaKXe Kpome nepefaym NpPOCTOro TeKCTa, MMeeTcs
BO3MOXKHOCTb nepeaaBatb daisbl.

OcCHOBHble coBeTbl Mo 6e3onacHoi paboTe ¢ 31EKTPOHHON NOYTOM:

1. Hapo Bbi6paTb NpaBMAbHbIA NOYTOBbLIN CEPBUC. B MHTEPHETE ecTb OrpOMHbIN BbIOOP
6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO /Ny4lle A0BEPATb TEM, KOro 3HaeLLb, U KTO NepBbIi
B PENTUHTE;

2. He yKasblBail B IMYHOM NoYTe ANYHYIO MHOPMaumto. Hanpumep, nyywe BbibpaTthb
"My3blKanbHbIN_paHaTt@" nam "pok2013" Bmecto "Temal3";

3. cnonb3yi ABYX3TanHyO aBTOpPM3aLMio. ITO KOraa NOMMMO NapoaA HYXXHO BBOAMUTb
KoZ, npucblnaembln no SMS;

4. Bbibepu CnoXKHbIM Napob. [nA Kaxka0ro NoYTOBOro ALLMKA AO/IXKEH BbITb CBOM
Ha4EeXHbIM, YCTONYUBBIA K B3NOMY NapOb;

5. Ecnun ecTb BO3MOXKHOCTb HanmucaTb camomy CBOW INYHbBIN Bonpoc, MCI'IO/'Ib3yr;I Ty
BO3MOXKHOCTb,

6. Mcnonb3ylh HECKONIbKO MOYTOBbLIX ALLMKOB. MepBblit ANA YAaCTHOM Nepenuckn c
agpecatamu, KOTOPbIM Tbl AOBepAeLlb. ITO 3N1eKTPOHHbIM afpec He HaAo MCNOb30BaTb

npu perncTpaunmn Ha Gopymax U camntax;

7. He oTKpbiBait dalinbl n Apyrue BAOXKEHUA B NUCbMaX, AAXKe €C/IM OHM NPULAK OT
TBOMX Apy3eit. Jlyyle yTOYHWN Yy HMX, OTNPABAAAN N1 OHM Tebe 3Tn dainbl;

8.Mocne OKoHYaHMA PaboTbl Ha MOYTOBOM CEPBMCE Nepes 3aKPbITUEM BKNAAKMU C
calTom He 3abyapb HaxaTbHa "BbiTn".

Knbep6bynnumHr unm snprtyanbHoe nsgeBaTenbCTBO

KnbepbynnuHr - npecnepgosaHue coobueHnAMM, coaepKalmmm ockopbaeHus,
arpeccuto, 3anyrmBaHue; Xy/JUraHCTBO; couManbHoe 60MKOTMPOBAHME C MOMOLLbHO
Pa3IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ KNbepbynanHrom:

1. He 6pocatica B 60ii. Jlyylunii cnocob: NOCoBETOBATLCA KaK ceba BeCTU U, eCn HeT
TOro, K KOMY MOXHO 06pPaTUTbLCA, TO BHa4Yase yCNnoKouTbcA. ECam Tbl HauHeWwb OTBEYaTb
OCKOpbONEeHMAMUM Ha OCKOPBAEeHUA, TO TONIbKO elle 6o/blue Pa3oXKKelb KOHDAUKT;

2. Ynpasnai cBoei Knbeppenyrtauuvei;

3. AHOHMMHOCTb B C€TU MHMMAaA. CyLlecTByOT CNocobbl BbIACHUTb, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;



4. He cTOUT BECTU XYNUTAHCKMN 06pa3 BUPTYyasbHOM XKU3HWU. UHTepHeT PuKcmpyet
BCE TBOM AENCTBMSA U COXPaHAEeT uUX. YaanuTtb ux byaeTt KpaliHe 3aTpyaHUTENbHO;

5. Cobntogai cBOK BUPTYasiIbHYHO YEeCTb CMOI0AY;

6. NrHopupyi egnHUYHbINM Heratue. OgHOpa3oBble OCKOpPbUTEbHbIE COOOLEHMA
Jlyylie nrHopmpoBaTtb. OBbIYHO arpeccms NpeKpallaeTca Ha Havya/lbHOW CcTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWU COOOLWEHUAMKU, B
COUMaNbHbIX CETAX eCTb BO3MOMHOCTb OJIOKMPOBKM OTNPaBKM coobweHun ¢
onpeAeneHHbIX afpecos;

8. Echn Tbl cBupeteno KubepbynnmHra. TBOM [AENCTBUA: BbICTYNUTb MNPOTMB
npecnegosBaTensa, MNOKas3aTb €My, 4YTO €ero [AeWCTBUMA OUEHMBAIOTCA HEraTUBHO,
NoALEPKATb XKePTBY, KOTOPOM HYXKHA NCUXONOFMYECKAA MOMOLLb, COOBLMTL B3POCAbIM O
¢daKTe arpeccMBHOro NOBeAEHMUA B CETMU.

Mo6unbHbI TenedpoH

CoBpemeHHble CMapTOOHbI M NNAHWeETbl coaep:kaT B cebe BNonHe B3POC/bIA
bYHKLMOHAN, U Tenepb OHWU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMW KOMMNbIOTEPAMMU.
OpHaKo, cpeacTs 3aWMTbl A4N1A NOA06HbIX YCTPOUCTB MOKA 04YeHb Masio. TecTUpoBaHUe U
NOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK MHTEHCMBHO, Kak ana MK, To xe camoe
KacaeTca U MOBUIbHbIX NPUIONKEHUA.

CoBpemeHHble MObuNbHble 6pay3epbl y)Ke MNPAKTUYECKU AO0THAAU HACTOJIbHble
aHanorun, ofHaKo pacwupeHue GyHKLMOHANA BAeYveT 3a coboi 60bLIYIO CNOXKHOCTL U
MEHbLUYHO 3aLUULLEHHOCTb.

Janeko He Bce nNpomM3BOAUTENN BbIMyCKaOT O6HOBI'IEHVIFI, 3aKpbiBaowue
KpUtnyeckme yassBmumocCcTu anAa CBOux yCTpOl‘/‘ICTB.

OcHoBHble coBeTbl A1 6e30nacHOCTM MOBUNBLHOTO Tel'IECbOHaZ

Huyero He siBnsaeTca no-HacToswemy 6ecnnaTtHbiM. Byab oCTOpOKEH, BeAb
Koraa tebe npeanaratoT 6ecnnaTtHbiM KOHTEHT, B HEM MOTYT 6bITb CKPbITbI KAKME-TO
naaTHbIe YyCAyru;

Oymain, npexkge yem otnpasuTtb SMS, ¢doto nam Bnaeo. Tbl TOYHO 3HAELIb, FAE OHU
6yayT B KOHeYHomuUTOre?

HeobxoaMmo 06HOBNATL ONEPALUMOHHYIO CUCTEMY

TBOEro cmapTtdoHa;cnonb3yit aHTUBUPYCHblE

nporpammbl Ana MobuabHbIX TenepoHOB;

He 3arpy»kali NpuaoKeHMA OT HEM3BECTHOTO UCTOYHMKA, BEAb OHU MOTYT COAEPKaTb
BPeA0HOCHOENPOrpaMMHOe obecneyeHue;

Mocne Toro Kak Tbl BbliAelWb C calATa, rae BBOAMA NMYHYIO MHPOpMmaumMto, 3anam B



HacTpolkun bpaysepa nyaanu cookies;

Mepurogmyeckn NpoBepsii, KakMe NaaTHbIe YCYTY aKTUBMPOBAHbI Ha TBOEM HOMEPE;
[asali cBoit Homep MmobunbHoro TesiepoHa TONbKO NHOASM, KOTOPbIX Tbl 3HAELLb U KOMY
nosepselwb; Bluetooth gonkeH 6bITb BbIKAOYEH, KOTAa Thl UM He NoAb3yelbea. He
3abbiBali MHOrAa NPOBeEPATH 3TO.

Online urpbl

CoBpeMeHHble OHIAMH-UIPbl - 3TO KPACOYHble, 3axBaTblBalOWME pPa3B/EYEHUA,
obbeguHAOWME COTHM TbICAY YEIOBEK NO BCEMY MUPY. UFPOKM UCCeayOT AaHHbIA UM MUP,
obLWatoTCA ApYr C APYrOM, BbIMOJHAIOT 3a4aHUA, CPAXKAKOTCA C MOHCTPAMM M NOJYYAtOT OMbIT.
3a yA0BO/IbCTBME OHWM MAATAT: MOKYMaOT AUCK, ONJIa4ymMBaoTaboHEMEHT uanM npuobpeTatoT
KaKune-To onuuu.

Bce 3™m cpeactBa vMAyT Ha NoAadepXaHMe WM pPasBUTME MUIPbl, a TaKKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CMCTEMbl aBTOPW3aLMKM, BbIMYCKAOTCA HOBble MaTYM
(umdpoBsble 3aNNaTKM 419 NPOrPamM), 3aKPbIBAKOTCA YA3BUMOCTU CEPBEPOB.

B I'IO,CI,O6HbIX nrpax CToOnT onacaTbCA HE CTOJ/IbKO CBOUX CONMNEPHUKOB, CKOJIbKO KpaxKu
TBOEro naponaAa, HaKoTopom OCHOBaAHa CUCTEMA aBTOpPU3aLLUU 6onblINHCTBA urp.

OcHoBHble cOBeTbI N0 6€30MacHOCTM TBOErO MUrpoBOro aKKayHTa:

1. Ecnm apyroii urpok seget ceba nnoxo unm cosgaet tebe HeNpUATHOCTK, 3a610KUPYIA
€ro B CMUCKEUTPOKOB;

2. Moxkanyinca agMMUHUCTPATOPAM Urpbl HA MAOXOe NOBEeAEHWE 3TOrO MIrPoKa,
YKenaTenbHo NPUIOKNUTb KaKMe-TO 40Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKa3sbiBalt IMuHy0 MHPopmavLmio B npodaiine urpbl;
4. YBaal gpyrmx y4aCTHMKOB MO UTPE;

5. He yctaHaBnauBal HeoduumanbHble NaTim M MoAbl;

6. icnonb3yii CNoXKHbIE M pasHble Naponu;
7. [ake BO BpeMs UTPbl HE CTOUT OTK/IOYaTb aHTUBUPYC. OKa Tbl Urpaellb, TBOM
KOMMbIOTEP MOTYyT3apasuTb.

PUWIKHI uan KpaXa IMYHbIX OdHHDbIX

Ob6bluyHOM Kpaxkel AeHer U AOKYMEHTOB CEerofHA yXe HWKOro He yAMBMLLb, HO C
Pa3BUTUEM WHTEPHET-TEXHONOTUIN 3/10YMbILIEHHUKM NEepeMecTU/IUCb B  WMHTEPHET, U
NPOAONXKAIOT 3aHMMaTbLCA "NtobumbIM" aenom.

Tak nosABWaacb HOBaA yrpo3a: MHTEPHET-MOLWEHHUYECTBA WU OULLMHT, TaBHas
LUeNb KOTOPOro COCTOUT B MOAYYEHUM KOHPUAEHUMANbHBIX AAHHbIX MONAb30BaTenen -
JIOTMHOB M Naposnen. Ha aHrnniickom fAsbike phishing untaetca Kak ¢uwmHr (ot fishing -
pblbHas nosas, password - Naposib).

OcHoBHble coBeTbl No bopbbe ¢ pUWwnHrom:



1. Cheau 3a cBOMM aKKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa 6bina
B3/10MaHa, To Heobxoanmo 3ab6/I0KMPOBaTb ee N CoobWnTb agMMUHMUCTPATOPaM pecypca
06 3TOM KaK MOXHO CKopee;

2. Ucnonb3yiht 6e3onacHble Beb6-caTbl, B TOM YMC/E, MHTEPHET-MarasuHoB 1
NOUCKOBbIX CUCTEM;

3. Ncnonb3yn cnoxKHble U pasHble Napoan. Takum obpasom, ecimn Tebsa B3InOMaloT,
TO 3/I0YMbILJEHHUKM MOAYYaT AOCTYN TO/IbKO K 04HOMY TBOeMy Npoduato B CETU, a He
KO BCEM;

4. Echn T1ebs B3nomanu, To HeobxoAMMO npeaynpeauTb BCEX CBOUX 3HAKOMBIX,
KoTopble aob6aBneHbl y TebA B ApYy3baX, 0 TOM, YTO Teba B3/loMann U, BOSMOXHO, OT TBOETO
MMeHU ByaeT paccbiNaTtbCA CNam U CCbIJIKM Ha GULLMHIOBbIE CalTbl;

5. YcTaHOBM HageKHbin napob (PIN) Ha MobunbHbIN Tenedor;
6. OTKNOUYM coxpaHeHMe napons B bpaysepe;

7. He oTKpbiBali dalinbl U Apyrue BAOMKEHWUA B MUCbMaX, AaxKe eCAn OHM NPUWAM OT
TBOMX ApYy3ei. Jlydlle yTOYHU Y HUX, OTNPABAAAU N OHKU Tebe 3T dalinbl.

Uudposan penyraumsa

Undposas penyTauma - 3To HEraTMBHAA MW NO3UTUBHAA MHOPMALMA B ceTu o Tebe.
KomnpomeTtupytowasa nHdopmaums, pasmelleHHaa B MHTEPHETE, MOXKET CEepPbe3HbIM
obpasom OTpa3nTbCA Ha TBOEW peasibHOM KM3HWU. "Undposas penytayma" - 3To TBOW
UMUK, KOTOopbIh dopmumpyeTcsa n3 MHpopmauum o Tebe B MHTEpPHeTE.

TBoe MeCTO UTenbCTBa, y‘-le6bl, TBOE (bVIHaHCOBOE nonoXeHune, ocobeHHOCTH
XapaKTepa KU pacCCka3sbl O 6/1M3KUX - BCE 3TO HaKan/JMBaeTca B CETH.

MHoOrMe noApOCTKU NIETKOMbBIC/IEHHO OTHOCATCA K Ny6/AMKauum  IMYHOM
MHpopmaumm B WNHTEepHETe, He NOHMMaA BO3MOMKHbIX MOCNEACTBUI. Tbl Aaxe He
CMOXKeWb AoragaTtbca o Tom, yto doTorpadus, pasmelLeHHas 5 neT Hasag, crtana
NPUYMHOM OTKa3a NPUHATb TebAa Ha paboTy.

KommeHTapun, pasmelwieHne TBoux ¢otorpadmini mn gpyrme AEWCTBUA MOTYT He
MCYE3HYTb Ja)Ke Mocne Toro, Kak Tbl MX yAanulb. Tbl He 3HaelWwb, KTO COXPaHWA 3Ty
MHPOpPMaLMIO, NONana v OHa B NOMCKOBbIE CUCTEMbI U COXPaHWNACh 1M OHA, a FN1aBHOE: YTO
noaymatoT o Tebe oKpy)Kalowue NtogmM, KoTopblie HakayT U yBUAAT 3T0. HanTu nHpopmauuto
MHOTO /IEeT CMYCTA CMOKET 6ol - Kak M3 fobpbix NOBYXKAEHUN, TaK U C HAMEPEHMEM
NPUYUHUTL Bped,. ITO MOMKET 6biTb KTO YroAHo.

OcHoBHble coBeTbl Mo 3awWwmnTe undpoBon penyTaunmu:

1. Moayman, npexkae 4em 4To-To Nyb6/MKOBaATb M NepeaaBaTtb y ceba B 61ore nam B8
coumanbHoM cetu;



2. B HacTpolikax npodunna ycTaHOBM OrpaHMYEHUA HA NPOCMOTP TBOero npodunas m
€ro cogepXmnmoro, caenan ero Tosnbko "ans gpysen”;

3. He pasmewan mn He yKasbiBah MHPOPMaALMIO, KOTOPaAA MOXKET KOoro-nnbo
0CKopb/1ATb UAM 06MKaTb.

ABTOpCKOe npaso

CoBpeMeHHble WKONbHUKM - aKTUBHble MO/sib30BaTeNU LMPPOBOro NMPOCTPAHCTBA.
O4HAKO AaNeKo He BCe 3HAIOT, YTO NMO/Ib30BAHME MHOTMMM BO3MOXKHOCTAMU LUPPOBOro
Mupa TpebyeT cobatogeHMa NpaB HA MHTENIEKTYaNbHYHO COBCTBEHHOCTb.

TepMUH "MHTeNnNeKTyanbHaa cOHCTBEHHOCTL" OTHOCUTCA K PA3/IMYHbIM TBOPEHUAM
Ye/IOBEYECKOro YMa, HauymHas C HOBbIX M306peTeHMit M 3HakKoB, 0603HayaroLMX
cO6CTBEHHOCTb HA MNPOAYKTbl WM YCAYrM, W 3aKaH4YMBaA KHUramu, d¢oTorpaduamu,
KMHOOUNBbMaMN U MY3bIKaJIbHbIMW NPOU3BELEHUAMM.

ABTOpPCKME npaBa — 3TO NpaBa Ha WHTENNEKTyaNbHyl0 COBCTBEHHOCTb Ha
npou3BeaeHUa HayKK, INTepaTypbl U UCKYcCcTBa. ABTOPCKME NpaBa BbICTYNatoT B KayecTse
rapaHTUM TOrO, YTO MHTENNEKTYa/IbHbI/TBOPYECKUI TPYL aBTOopa He ByaeT HanpacHbIMm,
[acT emy cnpasea/iMBble BO3MOXKHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro TpyAaa,
Nosy4YnTb WM3BECTHOCTb W MpPuM3HAaHWe. HUKTO 6e3 paspelleHWss aBTopa He MOXKeT
BOCMPOU3BOAMUTL €ro npousBeneHWe, PacnpoCcTPaHATb, NyH6AMYHO AEMOHCTPMPOBATh,
npogasaTb, WMMMNOPTUPOBATb, MNycKaTb B  MNPOKAT, NyBANYHO  MCMOJHATD,
NOKa3blBaTb/MCMONHATL B 3dMpe nan pasmelLatb B MHTepHeTe.

Ucnonb3oBaHue "nupaTckoro" nporpammHoro obecnedyeHUa MOXKET NPUBECTU K
MHOFMM PUCKaM: OT NOTEPU AaHHbIX K TBOMM aKKayHTam [0 O/10KMPOBKU TBOErO
YCTPOMCTBA, rAe YCTAaHOBNAEHA HenerasbHaa nporpamma. He cTtouT Takxe 3abbiBaTb, YTO
CYLLEeCTBYHOT /ierasibHble 1 6ecnnaTHble NPOrpammbl, KOTOPbIE MOXKHO HaUTH B CETU.

O noprane

CeTeBMYOK.pd - TBOWM rNaBHbIA COBETYMK B CETU. 34€Cb Tbl MOMEWb Y3HAaTb O
6€30MacHOCTU B CETW MOHATHbIM W AOCTYMNHbIM A3bIKOM, @ MPW BOSHUKHOBEHUW KPUTUYECKOM
CUTyaumMmn obpaTMUTbCA 33 COBETOM. A TaK¥Ke MPUHATb y4yacTMe B KOHKypCax M CTaTb CaMbiM
uMdposBbIM rparkgaHUHOM!



